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的 RGB 置乱加密，基于 Logistic 混沌映射的图像加密和基于 Arnold 置乱的图像
加密。 
在数字水印技术方面，首先阐述了数字图像水印技术的基本原理和它的分





















With the deep development of E-government application, the modes of 
government workings change largely. But E-government brings security problems 
along with the high efficiency. As an important node, the E-government construction 
of Street Community also faces the severe security problems. Unauthorized tampered 
personal information, personal privacy leak and various unauthorized copy of digital 
works and other illegal phenomena happen often. Therefore, how to guarantee the 
safety of digital information has been a major concern. The dissertation respectively 
from the digital image encryption and digital watermark elaborates the information 
safety protection methods. 
In the digital image encryption, the dissertation begins at the introduction of its 
theory, then with the  mathematical representation of digital image; According to the 
characteristics of digital images, it shows that the image encryption can not only 
spread in spatial domain, also spread in the transform domain of digital image; Then it 
in classification introduces some image encryption technologies; For concrete 
implementation of digital image encryption, the dissertation introduces three kinds of 
methods, including matrix based RGB scrambling encryption, Logistic chaos system 
based image encryption and Arnold transformation based image encryption. 
In digital watermarking technology, it first expounds the basic principles of 
technology and classification of digital image watermarking; then introduces classic 
space domain digital watermarking algorithm - LSB watermarking algorithm. In order 
to achieve certain robustness in the algorithm, the dissertation lets watermarking 
information evenly distributed in host image, and in order to improve the security of 
watermark, making encryption preprocessing to the watermark image. 
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1976 年，W.E. Diffie 和 M.E. Hellman 发表了《New Direction in Cryptography》一
文，提出了一种全新的密码设计思想，并首次证明了在发送端和接受端不需要传
送密钥的保密通信是可能的，从而开创了公钥密码技术的新纪元，成为现代密码
技术的一个里程碑。1977 年美国国家标准局 NBS 正式公布了数据加密标准 DES，
将 DES 算法公开，从而促进了 DES 的推广。1978 年第一个 成熟的，也是迄今
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